


Hope and Life Outreach

Non-profit outreach program targeting homeless and families in
need.
Somewhat began in 2004 but was named and established in 2007.
They currently employ about 30 people and normally have 20-25
volunteers.
Have a main office that includes:

o Human resources

o Financial department

o Marketing and Grant writing/seeking

o Also have social workers/case managers and programs for the

community.

Also so have a retail location to raise money.



Responsibilities and tasks:

Create a small web based database app to keep track of certain
aspects of their company. Mainly the services they offer and
demographics of the community members that obtain such services.
Update their server environment.

o email

o file server

o Windows Domain controller. dhcp, dns, LDAP

o qactive directory federation services
Implement data protection and recovery plan
Try to ensure little o no future downtime due to server environment.
Security and threat protection
DMZ for wireless network



Reasons for database:

 The company has grown a lot faster than expected.
» Currently using excel spreadsheets to capture all data
o Not efficient
o Lot of demographic data that could be used to target certain
grants is being overlooked
o They are not able to keep track of other data that could be used
at a later date
o The services they offer are not being recorded
o They feel that there are certain trends with their guests that are

being overlooked



PostgreSQL tables:
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Server started to fail:

* Services were stopping and had to be manually restarted

* Exchange server/mail servers in general are sometimes difficult
» Allservices were being handled by one machine

 Not backed up

e No firewall



Technologies, resources, utilities:

Hypervisor
o replication and fault folerance
Hardware based firewall
o FreeBSD based
o openVPN server
Altaro VM backup
Crashplan cloud based backup



Hypervisor
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B Replication Health for "DC-1"
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Powers

Select Administrator: C:\Windows\system32\cmd.exe - powershell

C:\Users\administrator.MAINOFFICE>powershell
Windows PowerShell
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Users\administrator.MAINOFFICE> STARTALTARO
PS C:\Users\administrator.MAINOFFICE>

o e e e



Copyri

JDownlc
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Selelplife

Microsoft (R) Windows Script Host Version 5.812

C\Windows\System32\cmd.exe - C:\Windows\system32\sconfig.cmd
14) Exit to Command Line

Enter number to select an option:

1) Domain/Workgroup:

2) Computer Name:

3) Add Local Administrator

4) Configure Remote Management

5) Windows Update Settings:
6) Download and Install Updates
7) Remote Desktop:

#8) Network Settings
9) Date and Time
10) Telemetry settings

11) Log Off User

12) Restart Server

13) Shut Down Server

14) Exit to Command Line

Enter number to select an option:
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Domain: mainOffice.haloministry.org
HV-1

Enabled
Automatic

Enabled (more secure clients only)

Enhanced




sense System ~ Interfaces ~ Firewall ~ Services ~ VPN ~ Status ~ Diagnostics ~ Help ~ (=
COMMUNITY EDITION

Status / Dashboard

System Information £00

Name pfSense.mainOffice.haloministry.org aea WAN * 1000baseT <full-duplex> 50.242.183.53
User admin@10.0.8.2 (Local Database) ata LAN * 1000baseT <full-duplex> 10.1.10.1

ystem ense U ase <fu uplex= L. LU
Syst pfS % OTHER 4 100baseTX <full-dupl 192.168.1.1
Serial: MXL41013CV

Netgate Device ID: cb029e4275fc0faSed86 OpenVPN QO
Venc!or: AMI Open_VPN UDP4:1194
Version: 8.17

Release Date: Fri Oct 25 2013 Name/Time Real/Virtual IP

2.4.4-RELEASE (amd64) wchildress 166.170.35.252:45608 )

built on Thu Sep 20 09:03:12 EDT 2018
FreeBSD 11.2-RELEASE-p3

Version 2.4.4_1 is available. €3
Version information updated at Tue Dec 11 10:04:17 +05 2018 Traffic G'aphs £Q0

~
¥ @ wan (in) wan (out)

CPU Type Intel(R) Core(TM) i3-3240 CPU @ 3.40GHz 20k
4 CPUs: 1 package(s) x 2 core(s) x 2 hardware threads
AES-NI CPU Crypto: No 0.0
Kernel PTI Enabled
Uptime 14 Hours 28 Minutes 38 Seconds 20
Current date/time  Tue Dec 11 10:05:36 405 2018 40k
DNS server(s) « 127.0.0.1

. 1011017 04:10 5:00 05:38

Tue Dec 11 10:03:31 2018 10.0.8.2




Several layers of backups

BU-1 on HV-2 - Virtual Machine Connection
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@ Dashboard

Details

& Backup Drive Status 2 Backup Drive « & Deduplication & Compression

i

WBU-1\backUps\Altaro\

Protected VM Data: 73 3

Deduplication: 101 GB (14%) ‘

86%
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How my classroom experience
helped me during internship:

e Problem solving mentality
 Knowledge of technologies and utilities
o Efficiency / absolute approach
 Research
o Seek out several solutions
o Able to make a decision based on such research



Software discounts & donations:

Back

Home & cCustomize your home Hope and Life Outreach

U, Search all of your apps

Office 365 apps Search users, groups, settings or tasks

EE Add-In

Hk Admin

Active users > - Billing >

oy i

4 Nonprofit Portal Add a user Total balance: $0.00
® security & Compliance Delete a user ¢/ Update payment details
Edit a user & View my bill

Reset a password




Software discounts & donations:

Donation Details

Microsoft is pleased to support Hope And Life Outreach with a Microsoft software
donation valued at US$1,504.00%.

Your donation includes the following (the fair market value is listed after each
item):

Product Name Unit Extended

ID Qy FMV  FMV

Windows Pro Full Operating System — Get

. g 188.00 1,504.00
Genuine

Total Estimated Fair Market Value; USD $1,504.00

Donation Details

Microsoft is pleased to support Hope And Life Qutreach with a Microsoft software
donation valued at US$2,753.00*.

Your donation includes the following (the fair market value is listed after each
Iitem):

Product ID Name Qty Unit FMV Extended FMV
LWS-47862 Windows Server Standard 8 166.00 1,328.00
L5-2406  Windows Server User CAL 25 57.00 1,425.00

Total Estimated Fair Market Value: USD $2,753.00




Challenges of this internship:

 Communicating with management
o Hard to make decisions
* Working with a small budget
o Repurposed Dell r610 servers
o Turned older pc into firewall appliance
* Trying not to get frustrated
o Microsoft and budget dont mesh well
o Everything must work together
o Microsoft not pleasant to work with



What I've learnt from this experience:

Learned new ufilities
o backup and redundancy
o Utilization of Hypervisors
Best practices
« Communication skills
o Working with management to try and best suit their
needs
Confidence
o Through learning and experience.
Valuable information and resources
o Lot of donations for the nonprofit sector



